Universal Archiving Module

Installation Guide



Sisukord

1
2
3.
4
5

GENERAL REQUIREMENTS

INSTALLING MICROSOFT SQL EXPRESS SERVER

INSTALLING MICROSOFT SQL SERVER MANAGEMENT STUDIO
INSTALLING UAM

UAM SETTINGS

13
17
22



1. General requirements

The UAM is a desktop solution that must be installed on each computer separately.
Before that, MS SQL Express Server (ver. 2005 or higher) together with SQL Server Management

Studio, NET Framework (ver. 4 or higher) and Java (ver. 1.5 or higher) must be installed.

2. Installing Microsoft SQL Express Server

Below is a short description of the installation process for MS SQL 2016 Express. This is a standard
installation, and you can find detailed information about it at the vendor’s website,
http://www.microsoft.com. For example, for the 64-bit version of SQL Server 2016 Express visit
https://download.microsoft.com/download/9/0/7/907AD35F-9F9C-43A5-9789-
52470555DB90/ENU/SQLEXPRADV_x64 ENU.exe (accessed at 07.05.2019).

First, download the installation package for Microsoft SQL Server 2016 Express Edition from the
vendor’s website.

Then start the installation and select "New SQL Server stand-alone installation or add features to an
existing installation" (Figure 1)

tl SQL Server Installation Center I;‘i-

Planning h Mew 50L Server stand-alone installation or add features to an existing installation

Installation Launch a wizard to install SQL Server 2016 in a non-clustered environment or to add
features to an existing SOL Server 2016 instance.
Maintenance

7% Install SQL Server Management Tools

Tools }?} Launch a download page that provides a link to install 50L Server Management Studio,
Resources 50L Server command-line utilities (SQLCMD and BCP), SCL Server PowerShell provider,

S0L Server Profiler and Database Tuning Advisor, An internet connection is required to
Options install these tools,

-;V Install QL Server Data Tools

L@ Launch a download page that provides a link to install SQL Server Data Tools (S5DT).
55DT provides Visual Studio integration including project system support for Azure SOL
Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install 55DT.

ﬁ Upgrade from a previous version of SQL Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2016,

Microsoft” SOL Server 2016

Figure 1.



You will see the text of the license agreement (Figure 2). Read the text, check the box “l accept the
licensing terms” and click Next.
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License Terms

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Feature Configuration Rules
Installation Progress

Complete

Figure 2.

SOL Server 20116 Setup == -

To install SQL Server 2016, you must accept the Microsoft Software License Terms.

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT SQL SERVER 2016 EXPRESS

These license terms are an agreement between Microsoft Corporation (or based on where you
live, one of its affiliates) and you. Please read them. They apply to the software named above,
which includes the media on which you received it, if any. The terms also apply to any
Microsoft

» updates,

s supplements,

s Internet-based services, and

& sunnnrt servires w
= =
Copy  Print

[]1 accept the license terms.

SQL Server 2016 transmits information about your installation expenence, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about SQOL Server 2016 data
processing and privacy controls, please see the Privacy Statement.
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The System Configuration Check will start. This will confirm that the computer matches the

software’s requirements (Figure 3).

Install Rules

Setup rules identify potential problems that might occur while running Setup. Failures must be corrected before Setup
can centinue,

License Terms Operaticn completed. Passed: 4. Failed 0. Waming 1. Skipped 0.
Product Updates
Install Setup Files Hide details <<

Install Rules View detailed report

Feature Selection

Feature Rules Rule Status
Instance Configuration Fusion Active Template Library (ATL) Passed

Server Configuration Consistency validation for SQL Server registry keys Passed

Database Engine Configuration Computer domain controller Passed

Reporting Services Configuration Microsoft NET Application Security Passed
Consent to install Microsoft R ...

Windows Firewall Warning

Feature Configuration Rules
Installation Progress
Complete

Figure 3.

If no errors are found, click Next.



Feature Selection

Select the Express features to install.

On the next screen, remove "R Services (In-Database)" and click Next (Figure 4).

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reperting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

Features:

Instance Features
[w] Database Engine Services
[w] SOL Server Replication
M| R Services (In-Database)
[ Full-Text and Semantic Extractions for Sea
[] PolyBase Query Service for External Data
[] Reporting Services - Native
Shared Features
[] Client Tools Connectivity

Feature description:

Includes Advanced Analytics Extensions that
enables integration with R language using
standard T-50L statements.

~

Prerequisites for selected features:

Already installed:
.. Windows PowerShell 3.0 or higher

H istributahle
m >

[] Client Tools Backwards Compatibility
[ Client Taols SDK

[+ Documentation Components

[] SOL Client Connectivity SDK

<| mn

Disk Space Requirements

Drive C: 2661 MB required, 73066 MB available

~

Select Al H Unselect Al |

=
B
=

Cancel

Instance rect directony: |C:\Program Files\Microsoft SOL Servery,

Shared feature directony: |C:\Program Files\Microsoft SCL Server,

Shared feature directory (x86): |C:\Program Files (x86)\Microsoft SOL Server',

Figure 4.



Next you will see a prompt for the name of the server (Instance Name). If you select Named Instance,

you can change the default name (this may be necessary if you will be installing multiple SQL

servers). If you are happy with the default name, simply click Next (Figure 5).

Instance Configuration

Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reperting Services Configuration
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

() Default instance

(®) Mamed instance:

Instance 1D: |SQLEXPRESS

SQL Server directory: CA\Program Files\Microsoft SOL Server\MSSQL13.SQLEXPRESS
Reporting Services directory:  C\Program Files\Microsoft SOL Server\MSR513.5QLEXPRESS

Installed instances:

Instance Mame Instance ID Features Wersion

Figure 5.




Click Next (Figure 6).

Server Configuration

Specify the service accounts and collation configuration,

License Terms Service Accounts | Collation

Global Rules
Product Updates
Install Setup Files Service Account Name Password Startup Type
Install Rules Eﬁﬂlﬂﬁm MT Service\MS50LSSOL... Automatic
Feature Selection 50L Server Reporting Services NT Service\ReportServer... Automatic

Feature Rules S0L Server Launchpad NT Serviceh\M55QLLaun... Automatic
SCL Full-text Filter Daemon Launc... |NT Service\MSS0LFDLa... Manual

Microsoft recommends that you use a separate account for each S0L Server service,

Instance Configuration

Server Configuration 5CL Server Browser NT AUTHORITY\LOCAL ... Disabled

Database Engine Configuration

Reporting Services Configuration [] Grant Perform Velume Maintenance Task privilege to SOL Server Database Engine Service

Consent to install Microsoft R ... This privilege enables instant file initialization by aveiding zeroing of data pages. This may lead

. . to information disclosure by allowing deleted content to be accessed,
Feature Configuration Rules

Installation Progress Click here for details

Complete

Figure 6.



Select "Windows authentication mode" and click Next (Figure 7).

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

License Terms Server Configuration | Data Directories | TempDB | User Instances | FILESTREAM
Global Rules

Product Updates

Install Setup Files Authentication Mode
Install Rules

Specify the authentication mode and administraters for the Database Engine.

® Windows authentication mede

Feature Selection
) Mixed Mode (SQL Server authentication and Windows authentication)
Feature Rules

Instance Configuration Specify the password for the SQL Server system administrator (sa) account.

Server Configuration
Database Engine Configuration

Reporting Services Configuration

Enter password: |

Confirm password: |

Consent to install Microsoft R ... Specify SOL Server administrators
Feature Configuration Rules LINNUPESA\edison (edison)

) S0L Server administrators
Installation Progress have unrestricted access

Complete to the Database Engine.

Add Current User H Add... H Remowve ‘

Figure 7.



Click Next (Figure 8).

Reporting Services Configuration

Specify the Reporting Services configuration mode.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configura...
Consent to install Microsoft R ...
Feature Configuration Rules
Installation Progress

Complete

Reperting Services Mative Mode

(®) Install and configure.
Installs and configures the report server in native mode. The report server is operational after
setup completes,

) Install only.

Installs the report server files, After installation, use Reporting Services Cenfiguration Manager
to configure the report server for native mode,

Repeorting Services SharePoint Integrated Mode

) Install only.
Installs the report server files. After installation use SharePoint Central Administration to
complete the configuration. Verify the SOL Server Reporting Services service is started and
create at least one S0L Server Reporting Services service application. For more information,
click Help.

Figure 8.
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Click Next (Figure 9).

Installation Progress

License Terms

Product Updates Generating ordered dependency feature list.
Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

Figure 9.
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After installation, the “SQL Server 2016 Setup” window is displayed. Click Close (Figure 10).

Complete

Your SQL Server 2016 installation completed successfully with product updates.

License Terms

Global Rules

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Repeorting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

Information about the Setup operation or possible next steps:

Feature Status
& Client Tools Connectivity Succeeded
() Client Tools SDK Succeeded
() Client Tools Backwards Compatibility Succeeded
& Reporting Services - Mative Succeeded
Succeeded

Product Update:
Product Update has successfully applied KB 3182545 <hiip://support microsoft. com/7id=
3182545> These updates have set the patch level of the Setup operation te 13.1.4001.0.

Summary log file has been saved to the following location:

C\Program Files\Microscft SOL Servert 1 30M\Setup Bootstraphilogh 20170119 085807
‘Summary linnupesa 20170119 085807 .txt

Figure 10.

SQL Express Server has installed.

Next, the SQL Server Management Studio has to be installed.
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3. Installing Microsoft SQL Server Management Studio

Download the SQL Server Management Studio from the website (Figure 11).

@@| https://msdn.microsoft.com/en-us/library/mt233290.aspx O ~ @ C || m Download SQL Server Mana... | |

a Sign in Get tools

)

=+ > SOL Server Management Tools (includin.., > Download SQL Server Management Studio (SSMS) -

Download SQL Server Management Studio (SSMS)

Updated: December 5, 2016

SQL Server Management Studio (SSMS) is an integrated environment for accessing, configuring, managing, administering, and developing all components
of SQL Server. SSMS combines a broad group of graphical tools with a number of rich script editors to provide developers and administrators of all skill
levels access to SQL Server. This release features improved compatibility with previous versions of SQL Server, a stand-alone web installer, and toast
notifications within SSMS when new releases become available.

@ Download SQL Server Management
Studio (SSMS)

Download SQL Server Management Studio Current GA release for production use. T
(16.5.1)

Download SQL Server Management Studio Includes support for SQL Server vNext CTP1, and works side-by-side with 16.x, but not

(17.0 RCT) recommended for production use.

[# Note v

Figure 11.

Run it and select Install (Figure 12).

"""3  RELEASE 16.5.1

.22 Microsoft SQL Server Management Studio

Welcome. Click “Install” to begin.

By clicking the "Install” button, | acknowledge that | accept the

SQL Server Management Studio transmits information about your installation experience, as well as other
usage and performance data, to Microsoft to help improve the product. To learn more about SQL Server
Management Studio data processing and privacy controls, see the privacy statement link above.

Install Close

Figure 12.
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Select Close.

@ "*": RELEASE16.5.1
5

.22 Microsoft SQL Server Management Studio

Setup Completed

All specified components have been installed successfully.

Figure 13.

SQL Management Studio has properly installed.

Next, the access rights to the server have to be configured. Open SQL Server Management Studio
(Figure 14) and log in.

all Connect to Server -
SQL Server
Servertype: | Database Engine W |
Server name: [LINNUPESA\SQLEXPRESS] vl
Authentication: |‘.".|'inu:||:|ws Authentication W |
Connect | | Cancel | | Help | | Options =
Figure 14.
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Open Security->Logins, right click on BUILTIN\Users and select Properties (Figure 15).

fﬁé Microsoft SQL Server Management Studio

File Edit View Debug Tools Window  Help
o008 a-0 8 F| DNewauey GBS 5]
Object Explorer * 1 X

Connect~ 43 & ¢ B

= LB LINMUPESANSOLEXPRESS (50L Server 1
¥ [ Databases
- [ Security

= [ Legins
B
& sa
¥ [ Server Role Script Login as
+ 1 Credentials
¥ [ Audits
¥ [ Server Audi
# [ Server Objects Start PowerShell
+ [ Replication
+ [ Management

Mew Login...

Policies

Facets

Reports

Rename

Delete

Refresh
Properties

Figure 15.



Select Server Roles, check sysadmin and click OK (Figure 16).

28 Script = [ Help

ﬁ User Mapping Server role is used to grant server-wide security privileges to a user.
ﬁ Securables
|25 Status
Server roles:

[] bullkeadmin
[] dbcreator

[] diskadmin
[] processadmin
[w] public

[] securityadmin
[[] serveradmin
[[] setupadmin
%ssadei

Connechion

Server:
LINNUPESASQLEXPRESS

Connection:
ARHIVtarvo

_!Q Miew connection properties

Figure 16.

Check the status of Remote Access and TCP/IP.

1. Allow Remote Access by
e opening SQL Management Studio;
e right clicking and selecting Properties;
e selecting Connections and Allow remonte connections to this server.

2. Allow TCP/IP by
e opening Start -> Programs -> Microsoft SQL Server -> SQL Server Configuration Manager -

> SQL Server Network Configuration;

e selecting Protocols for SQLEXPRESS;
e right clicking on TCP/IP and selecting Enable.

SQL Express Server has properly configured.
Next step is UAM installation.

16



4. Installing UAM

Download UAM installer’ and run it.

Click Next (Figure 17).

Welcome to the UAM Setup Wizard m!

The installer will guide you through the steps required to install UAM on your compiter.

WARMING: This computer program is protected by copyright law and intemational treaties.
|Unauthorzed duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and wil be prosecuted to the maximum extent possible under the law.

Figure 17.

! Available at http://www.ra.ee/en/information-management/universal-archiving-module/.
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Choose the destination for installation (Figure 18) and click Next.

Select Installation Folder %

The installer will install LIAM to the following folder.
To install in this folder, click "Next”. To instal to a different folder, enter it below or click "Browse".

Folder:
C:4%Program Files [#86]4F abwusarhii LAk

Install UAM for yourself, or for anyone whao uses this computer:

(®) Everyone
() Just me

Figure 18.

Click Next (Figure 19).

Confirm Installation

The installer is ready to install UAM on your computer.
Click "MNext" to start the installation.

Figure 19.
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When installing the UAM, you can choose between two options: Standard and Lite (Figure 20).

We recommend using Standard.

® Settings =

Version: @ Standard () Lite

Language: (@ Estonian (=) English

Cancel || OK

L

Figure 20.

The Lite version of the UAM can be used to process archival material without immediately
transmitting the materials to an archive.

Differences in the LITE version:
e No archival project status;
e No restrictions based on the archival project status;
e The function level may be missing from the archival structure;
e Series can be added to fonds/sub-fonds;
e Fonds can have both sub-fonds and functions at the same time.

Select the system’s language and click Next.

Finally, you will need to select the server where the UAM database will be created and click OK
(Figure 21).

Database
Server | v|[ Refresh
(%) S0L server authentication
) \lindows authentication
Username: | |
Password: | | [ Test connection ]
Databasze: LIAMDatabase |
| Cancel || oOK |
Figure 21.

See the next page for more information!
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All fields in the Settings window must be filled:

Server — location of the database server. You can select between locations that have been

previously defined in this computer, or enter the name of the desired server manually. If the

desired server is not in the list, enter the server name or address manually, for example
192.168.0.50\SQLEXPRESS.

Refresh — refreshes the list of options in the Server field.

SQL server authentication — connections to the database are subject to SQL Server
authentication, and the username and password must be provided.

Windows authentication — connections to the database are subject to Windows
authentication. No username or password are required. The connection can only be
established if the user’s Windows account has been granted access rights to the server
database. Using the Windows authentication option is recommended for UAM installation.
Username — the database username for SQL Server authentication.

Password — the database password for SQL Server authentication.

Test connection — Click the button to confirm that the provided information is sufficient to
access the Server.

Database — the name of the database stored on the server, containing UAM data.

During installation, the existence of the database with the provided name on the server will be

confirmed. If the database does not exist, it will be created. If the database exists, its structure

version will be checked, and if necessary, updated to match the UAM version being installed.

The database user must have the following rights:

UAM installation
o If the provided Database does not exist, the database user must have the right to
create a database, such as the server role dbcreator or sysadmin.
o If the provided Database exists, the database user must have the role db_owner at
that database’s level.
o Ifthe same UAM version is already installed on that database, the database user m
have only the roles db_datareader and db_datawriter at that database’s level.
To use the UAM, the database user must have the roles db_datareader ja db_datawriter at

that database’s level.

ay

20



Click Close (Figure 22).

Installation Complete

UAM has been successfully installed.
Click "Close" to exit.

Please use Windows Update to check for any critical updates to the NET Frameworl.

Figure 22.

The installation of UAM was successful.
Please see the next page for further configuration.
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5. UAM Settings

UAM settings for the first time use (Figure 22).

& Settings

General settings | X-road settings

Locations of computer files

Loaded materials; * |C:‘|,tem|:|‘4..l.ﬁ.MﬁIes\,

|
Source; |C:‘|,tem|:|‘4..l.ﬁ.MﬁIes\, |
Destination: |C:‘|,tem|:|‘4..l.ﬁ.MﬁIes\, |
Printouts:; |C:‘|,tem|:|‘4..l.ﬁ.MﬁIes\, |

Location of Java

File processing

UAM processes files:
Computer file converter:
converter EXE path:

Image Converter:
Technical metadata

O

C:'Program Files\LibreOffice

|.NEF Bitmap Class |

|Jhoue (Rel. 1.20.0, 2013415—25|

extractor:
Java interpreter (java.exe) location (JRE 1.5 or later): * Decode signed containers: ooac BOOC ASICE
|C:‘,Program Files\Javatjdk-9.0. 1\bin | Unzip
Estonian speller: ]
Information of components sPe
Program version: Lite
Program language: English
Author's first and last * -
- |John Smith
Position: |Archivisti
Input and output
Input configuration: | |
Output configuration: | |
X5LT engine: MSEML
Database setings Save Cancel
Figure 22.

Please see the next page for further information.
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To use the UAM, you must provide the system settings. The initial configuration must be performed
when the UAM is started for the first time.

Locations of computer files

Loaded materials [mandatory] — where the uploaded material files are held.
Source — the default folder for all uploads.
Destination — the default folder for transmitting the data to external media.

Printouts — the default location for saving all printout files.

Location of Java

Java interpreter (java.exe) location (JRE 1.5 or later) [mandatory] — when importing records
(along with files), the files will be checked to ensure that they match the correct archival
format. The validation uses Java, so it requires the location of the java.exe file, usually

located in C:\Program Files\Java\jre_ver\bin.

Input and output

Input configuration — the configuration file used when converting the uploaded material. This
file describes the conversion of XML elements of the specific electronic record management
system’s output to UAM elements.

Output configuration — the configuration file used when converting material for export.

XSLT engine — possible to select the engine for the XSL transformation.

File processing

UAM processes files — enable or disable the file processing section.

Computer file converter — defines the document file converter used when uploading material
files. Currently the OpenOffice or LibreOffice can be used.

Image Converter — defines the image file converter used when uploading material files.
Currently the value is restricted to .NET Bitmap Class.

Technical metadata extractor — currently the value is restricted to Jhove (Rel. 1.11, 2013-09-
29).

Decode signed containers — enable or disable digital signature decoding and file unpacking.

Information of components

Program version — possible to change the version of the application.
Program language — possible to change the language of the application.

Estonian speller — enable or disable the speller for Estonian language.
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X-Road settings
If the agency’s records are being transmitted to the National Archives, the following data must be

provided:

Sender ID code

Sender registry code
X-Road security server IP
Receiver registry code

Security server access certificate

Database settings
It is possible to change the settings related to the database. Please see the Figure 21 for more

information.

To update the settings, open the File menu and select Settings in UAM.

UAM saves all settings to %APPDATA%\UAM \settings.config file in order to provide different

configurations for UAM users.

If no settings are found in the %$APPDATA%\UAM folder, the default configuration file

(UAM.exe.config) in the application folder will be used.

UAM’s log file (RahvusarhiivLog.txt) can also be found under $APPDATA%\UAM.

NB! Database connection related setting cannot be found in the %APPDATA%\UAM \settings.config

file.
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